| need to build an loT
app and make sure
it's secure.

The Rocky Road to loT Security

Start doing research on the SoC

security features. e

Review Documentation:
General data sheet,
Security-specific data sheets,
Application notes,
Errata
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Power Requirements:
Fuse writing power design,
Low power impact,
Backup power mode impact

Fuses/OTP (i.e. secure):
Key material,
Boot configuration,
Debug control,
Secure boot activation

Volatile Memory:
RAM available on-chip,
External RAM,
Cache impact,
Direct memory access impacts
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Dol need
the security
specific data

sheets?
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| need to set up for

Do we have
the power
supply to set
fuses?

Dol need a
NDA to
access the
security data
sheets?

secure boot.

Configure internal IP blocks:
TRNG,

Cryptographic Hardware,
Memory Controller,
Bus Controller
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Configure external peripherals.
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Configure volatile and non-volatile
memory.

Get NDAs in place.

Whew! SPL boots
and loads securely!

Is the sec‘
domain

established?

Load the other components of the
system.
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ROM will securely load ans run SPL.

Select TEE.

Develop Trusted App

Design cryptographic functions.

Specify sensitive information.
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Develop Normal World Interface

A

Develop Trusted App
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Design key store & management.

Design threat model.
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Develop Normal World Interface

b

Develop Trusted App
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Design certificate usage &
management.

Design secure functions.

Develop Normal World Interface
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Develop Trusted App
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Design secure communications.

Design application interface.
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Develop Normal World Interface

Develop Trusted App

Design secure storage.

\

Develop Normal World Interface

Develop Trusted App
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Design secure firmware update.

Develop Normal World Interface
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Implement secure boot
integration.

Are my security
functions in the
TEE?
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Does my current
app have the
security
functions built?
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Port TEE to SoC. Load/Verify/Decrypt TEE

e
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Have |
architected

Integrate the generic system and
SoC-specific hardware.

my app for
security?
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Load/Verify/Decrypt REE (Linux).
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Install driver, suplicant, etc. ).

Do | have the m

non-secure
boot loader?

U-boot/UEFI

Select primary boot authentication

and protection.
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Port TEE to SoC.

Have |
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Build TEE compatible functions.

integrated
the TEE to the
REE?

Integrate the generic system and
SoC-specific hardware.

Perform security audit.
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Perform quality assurance testing.

NOW I can develop
my secure app!!!
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Move security functions to the TEE.
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