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2.SECeDGE STUDIO™ OVERVIEW

SecEdge Studio is a development and test environment for SecEdge’s chip-to-cloud
security solution, available on Google Marketplace. SecEdge studio accelerates the
integration and deployment of the SeckEdge Service Platform, which provides device-level
security, zero-trust networking, and secure data control and management.

With SecEdge Studio, loT and Edge solution developers can deploy their solutions in a
cloud environment, connect backend applications, and emulate edge devices. More than
80% of an loT security solution’s development and test can be done in a virtual
environment by a single software engineer. IPSEC Chip to Cloud Tunnels are automatically
set up through SecEdge platform, enabling the configuration/policy/KMS and dashboard
management.

This document guides you through two deployments to test end-to-end the following
scenarios:

First deployment:
+ Verify existence of Microkdge and CloudEdge configuration
+ Verification of MicroEdge and CloudEdge connectivity
+ Execution of an application using the data tunnels
Second Deployment:
+ Support of multi-tunnels
+ Rotation of device keys on the MicroEdge device
+ Rotation of MQTT certificates on the Microkdge device
+ Test routing table

Through the guide, steps are executed in GCS, Seckdge User Interface and in the shell of
the CloudEdge and Microkdge VMs.

Please see the Seckdge Studio Getting Started Guide for steps to set up the product.
Please see the User Guide for overview of Seckdge Studio architecture and capabilities.
Documentation for specific device hardware deployment is supplied upon request.

MicroEdge™ is a middleware component which provides zero-touch security provisioning,
secure end-to-end data in motion and at rest for Internet of Things and Operational
Technology embedded devices with Variscite SOM modules. Implementation examples
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include vending machines, automotive modules, IoT gateways, set-top boxes, smart locks,
perimeter security, and smart city infrastructure. A single MicroEdge instance on a device
enables multi-tunnel connectivity to different CloudEdge servers enabling more secure
services and/or new monetization options for the owners of the IoT/Edge devices.

The MicroEdge software is installed on devices equipped with Linux OS.

CloudEdge™ is the cloud termination endpoint for MicroEdge device tunnels. Endpoint
devices can be anchored to one or more peer endpoints on an external network, but
residing on the same administrative span of control as the MicroEdge endpoint. This peer
endpoint is referred to as the CloudEdge. All external network flows will be securely
tunneled to CloudEdge where the flows can be subjected to additional security analysis
before being routed to their ultimate destination.

Customers deploy one instance of CloudEdge in their backend to connect securely all
loT/Edge devices to their backend application server.

ControlEdge™ administers all edges (IoT devices equipped with MicroEdge and
CloudEdge) within the SecEdge ecosystem. ControlEdge performs all the heavy lifting
functions to set, configure and manage the security of the entire deployment. All this
connectivity and provisioning is managed by ControlEdge services which allow for the
deployment of IPsec tunnels facilitating secure communications between instances.

ControlEdge is available as a SecEdge managed service and is accessed by customers
via simple APIs.

loT Service provider
OEM, Data Driven services

CloudEdge

Figure 1 Seckdge Service Platform Architecture
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The following are requirements to use the SeckEdge Studio:
+ Google account to access Google Cloud services
+ Login to Google Cloud Console, i.e. console.cloud.google.com
+ The following roles assigned to the user accessing/deploying SecEdge Studio
o Commerce Producer Viewer
o Compute Instance Admin (v1)
o Consumer Procurement Entitlement Manager
o Deployment Manager Editor
o [|AP-secured Tunnel User
o Service Account User
o Service Management Administrator
+ The following APIs enabled
o Compute Engine API
o Cloud Deployment Manager V2 API
o Cloud Runtime Configuration API
+ Familiarity with the following services in Google Cloud Console:
o Compute Engine
o VPC Network
o Marketplace

+ No hardware is required to use SecEdge Studio

3.SECeDGE STUDIO™ DEPLOYMENT TEST STEPS

This section guides you through the steps to start and test your project:
Start with SecEdge Studio on Google Cloud Marketplace.
Accept agreements

Deploy SecEdge Studio VMs

Manage Microkdge and CloudEdge devices through Seckdge Studio User Interface.

+ + + + o+

Customize and test with a guided example
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The following steps get you started with SeckEdge Studio on Google Cloud Marketplace:

1. Sign into your Google Cloud account.

2. Create a new Google Cloud project or use one of your existing Google Cloud projects.
3. Enable the following services for your Google Cloud project:

+ Cloud Runtime Configuration API

https://console.cloud.google.com/apis/library/runtimeconfig.googleapis.com

+ Compute Engine,
https://console.cloud.google.com/marketplace/product/google/compute.googlea

pis.com

+ Deployment Manager,
https://console.cloud.google.com/marketplace/product/google/deploymentmana
ger.googleapis.com

4. Go to Marketplace section and search for Seckdge product.

'\_3__/ Marketplace Q. SecEdge| X

Marketplace » “SecEdge”

Figure 2 Marketplace Seach

5. Select SeckEdge Studio.

6. The Seckdge Studio Product details page shows overview, pricing and support
information, Figure 3.

& Product details

SecEdge

eg%E\euDGE Sec Edge

Virtual Space for I0T developers

LAUNCH VIEW DEPLOYMENTS

Figure 3 Sectdge Studlio Product Details page
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7. Click on GET STARTED to continue and access the Agreements page. If you already
signed the agreements, click on LAUNCH and continue to the New SecEdge Studio
deployment page.

On the Google Cloud, accept agreements on the Agreements page, as instructed in the
SecEdge Studio Getting Started Guide. After agreeing, you are redirected to the New
SecEdge Studio deployment page to deploy your project.

4.DEPLOY FIRST SET OF SECeDGE STUDIO VMs

On the New SecEdge Studio deployment page, configure your deployment information
and the MicroEdge and CloudEdge VMSs, Figure 4, Figure 5 and Figure 6.

At the top, enter three inputs for your deployment: Deployment name, Zone, and Email.

New SecEdge deployment

Product preview. Go thraugh the deployment flow available to Cloud Additional information
Marketplace customers. Pricing info may not be reflected in the

preview

SecEdge overview

name *
secedge-draft-1

Product provided by Sec Edge

Zone License for Cloud Marketplace virtual machine image sclution USD 0.00/mo
us-sast1-b - @ with billing service secedge.endpoims.secedge-
public.cloud.goog: default Usage Fee
Sec Edge does not charge a usage fee.
Enter you email *
julia.narvaez@secedge.com

This mail should be used for signup with secedge Price estimates based on 30-day, 24hrs per day usage of the listed resources
in the selected region. The Monthly Infrastructure Fee is not included in the

Figure 4 New Seckdge Studio Deployment Page

In the Microkdge and CloudEdge sections, which configure the VMs, select the Series with
minimum resources to save cost. Otherwise, there is no need for additional configuration.
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TSTTTTATES and vaTtes GepeTTaTg Of & GOOgIE CIoUT 1a3S TESouTtes aetany

MicroEdge created or consumed by this product (or the fees charged for such
Instance Count consumption). Sec Edge may be able to provide a more accurate estimate of
1 ) monthly GCP laaS consumption
Software
Machine type
at Operating System Ubuntu(22.04 LTS)
+ General purpese | Compute optimized ~ Memory optimized Software MicroEdge(3.0.0)

Machine types for commen workloads, optimized for cost and flexibility

Series
E2 A

CPU platform selection based on availability

Machine type
e2-medium (2 vCPU, 1 core, 4 GB memory) -

VCPU Memory

<
<¥)§ 1-2¥CPU (1 shared core) 4B

Boot disk type *
Standard Persistent Disk -~ @

Boot disk size in GB *

10 o
CloudEdge

Instance Count

1 L]

Figure 5 New SecEdge Studio Deployment Page Microkdge

CloudEdge
Instance Count

1 L]

Machine type
+ General purpose =~ Compute optimized Memory optimized
Machine types for common workloads, optimized for cost and flexibility

Series
E2 -

CPU platform selection based on availability

Machine type
e2-medium (2 vCPU, 1 core, 4 GB memory) -

vCPU Memory
1-2vCPU (1 shared core) 4GB

&

WA

Boot disk type *
Standard Persistent Disk - @

Boot disk size in GB *

10 o

Wan Subnet CidrRange *
192.168.0.0/20 -

Wan Subnet CidrRange shouldn't conflict with Subnet of network interface(lan
interface)

Network interfaces
default default (10.142.0.0/20) v

ADD A NETWORK INTERFACE

DEPLOY

Figure 6 New SecEdge Studio Deployment Page CloudEdge

Click on DEPLOY. Seckdge Studio activates the CloudEdge and MicroEdge VMs and adds
them to a default management group. Activation uses the following credentials:

+ DayO0 Device, an loT/Edge device which is known to SecEdge Studio but not
authenticated yet.

+ Dayl Device, an loT/Edge device which is authenticated and verified by SecEdge
Studio (ControlEdge).
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The deployment can take a few minutes while the following processes take place:
1. Device setting:

+ OS and MicroEdge installation in MicroEdge VM.

+ OS and CloudEdge Installation in CloudEdge VM.

+ Day0 credentials pre-installed in both VMs.

2. When the Microkdge and CloudEdge VMs are spawned, they register themselves with
ControlEdge using Day0 credentials.
+ This step is automated for SecEdge Studio customers.

3. After Microkdge and CloudEdge are successfully registered, they receive Dayl
credentials and reconnect with ControlEdge as Dayl devices.

4. ControlEdge provisions the Dayl Microkdge and CloudEdge with secure tunnel
configurations so that the Microedge and CloudEdge establish a secure
tunnel between them.

5. On completion:

+ An email notification is sent to you, “Your SecEdge solution has been deployed on
Google Cloud Platform”.

+ The process redirects to the Google Cloud Deployment Manager for your new
deployment, Figure 7.

+ On the Deployment Manager page, click on SIGNUP WITH SECeDGE, which redirects to
the SecEdge Studio user interface where you can view and manage the connection
between the VMs.

Deployment Manager &  secedge-draft-1 W DELETE X secedge

©  Deployment:
@  secedge-draft-] has been deployed GSEC eDGE SecEdge
oot o oo S

olution provided by Sec Edge

I Overview - secedge-draft-1

User (Serial Console)

Console)
Zone easilb

 MORE ABOUT THE SOFTWARE
Get started with SecEdge

SIGNUP WITH SECEDGEZ

| Support

Go to Sec Edge support &4

Template properties

“ SHOW MORE

Figure 7 Deployment Manager Page
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Google Cloud, Compute Engine, VM instances page lists the two deployed VMs. Note that
the Microkdge VM name contains “me” and the CloudEdge VM name contains “ce”. Figure 8:

+ Cloudkdge VM, secedge-draft-1-ce-vm-0 has two network interfaces: LAN and WAN.

+ MicroEdge VM, secedge-draft-1-me-vm-0 has one WAN network interface.

h:é} Compute Engine VM instances B CREATEINSTANCE & IMPORTWM (' REFRESH

INSTANCES OBSERVABILITY INSTANCE SCHEDULES
irtual machines ~
B VMinstances VM instances
B Instance templates = Filter Enter property name or value

Status Name Zone Recommendations  Inuseby  Intemal IP Extemnal IP Connect

B  Soletenant nodes

o e secedge-vspace-draft-1-ce-vm-0 us-central1-b 192168.0.2(nic0}  10.129.0.44 (nicT) 35.192.18.237 (nic0) SSH
B Machine images

o e secedge-vspace-draft-1-me-vm-0 | us-centrali-b 172.16.0.2 (nicd) 34.121.150.147 (nic0) SSH
= OTPUs

Figure 8 VM Instances page after deploying Sectdge Studio VMs

On the Seckdge Studio User Interface you can manage and configure MicroEdge and
CloudEdge device groups, devices and their connectivity.

1. Sign Up into SeckEdge Studio™ User Interface

+ On the Deployment Manager page, clicking on the SIGNUP WITH SECeDGE link redirects
you to the SecEdge Studio user interface, Figure 9 and Figure 10.

+ Sign up on the Welcome to SecEdge page of the user interface. The password
requires at least an upper-case letter and special character.

€ sec enDGE

Welcome to SecEdge
Sign up, to create account

Email address*
julia.narvaez@secedge.com

Password*

Confirm Password*

Next >

Have an account? Login

Figure 9 SecEdge Studio Create Account
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Welcome to SecEdge

Continue signing up

Jjulia.narvaez@secedge.com

First Name* Last Name

EnterPrise Name*

Enterprise Description

sign Uup

Figure 10 Seckdge Studio Sign up

EDES-0021-Rev B

2. Sign into Seckdge Studio™ User Interface to manage your deployment, Figure 1.

+ To access directly after you have signed up:

https://console.me.secedge.com
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€ sec eDGE

Welcome to SecEdge

Sign in, to get started

Email address*

Password*

keep me logged in Eorgot your passwerd?

Log In

Create new account

or

G Continue With Google

Figure 11 Seckdge Studio Sign In
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The dashboard, Figure 12, shows the secure tunnel established between MicroEdge and
CloudEdge, their connection state and key stats. The left side options enable management
of MicroEdge and CloudEdge groups, devices, profile configuration and user settings.

Dashboard

Key Stats

default v CloudEdges

CloudEdges MicroEdges

1 1

Microedge Alerts

Particular Time of Alert Status
Cloudedge

1d1ffc7c-2617-401d- 2023-11- Device
bca3-f5fc0941e437 28T20:14.04.748916313Z Down

1d1ffc7c-2617-401d- 2023-11-

asd3-as7c0941e437 27T20:14:04.7489163962 Active

1d1ffc7c-2617-401d- 2023-11- Device
bca3-f5fc0941e437 26T20:14:04.74891694Z Down

1d1ffc7c-2617-401d- 1-

asd3-as7c0941e437 4047489170472 Active

81128118751 v VicroEdges 3 defauli~  CloudEdges 1 MicroEdges 1

B HOST

Figure 12 SecEdge Studio Dashboard

5.VERIFY CONFIGURATION AND CREDENTIAL
EXISTENCE

During deployment, MicroEdge is configured on the MicroEdge and CloudEdge VMs. The
verification of the existence of expected configuration file and credentials is done in the
operating system of each VM.

MicrokEdge VM

1. Access the terminal of the VM. Section 12.11 Guide to Connect to Microkdge VM Serial
Console instructs how to connect to the serial console.
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2. Run the following commands. The output is shown in Figure 13:

+ Verify the existence of the configuration file.

Is - /etc/microedge.conf"

+ Verify the existence of dayl ControlEdge credentials.

Is -l /etc/softse.d/day1/

root@secedge—draft—l—me—vm—o:/home/julia:narvaez# ls -1 /etc/microedge.conf

-rw-r—-r-- 1 root root 414 Nov 20 10:14]/etc/microedge.
root@secedge-draft-1-me-vm-0:/home/julia narvaezd
root@secedge-draft-1-me-vm-0: /home/julia narvaez# 1ls -1 /etc/softse.d/dayl/
total 20

-rWw-r—-r—-— root root 46 Jan 11 22:3] endpoint

—-Yw-r——r—— root root 1618 Jan 11 22:3] net-edge.cert

=IE =T === root root 384 Jan 11 22:3] net-edge.key

—-rw-r——r—— root root 3927 Jan 11 22:3] nex-cloud-tc.cert

-rw-r—-r—-— root root 37 Jan 11 22:3] uuid
rootl@secedge-draft-1-me-vm-0: /home/juli

Figure 13 Microkdge Configuration and Credentials
CloudEdge VM
I.  SSHto the VM.
2. Run the following commands. The output is shown in Figure 14:

+ Verify the existence of the configuration file.

Is - /etc/microedge.conf "

+ Verify the existence of dayl ControlEdge credentials.

Is -l /etc/softse.d/day1/
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o microedge.conf
root root 414 Nowv 20 10
root@secedge-draft-1-ce-vm-0:/home/julid™
root@secedge-draft-1-ce-vm-0:/home/julia narvaez# 1ls -1 /etc/softse.d/dayl
total 20
-rw-r——r—— 1 root roc 5 Jan 11

L

endpoint
net-edge

rToot T 1638 Jan 11
C Jan 11

ey
loud-tc.cert

NN NN
NN N N

W W W

Jan 11
Jan 11 22:3
e—vm-0: /home/julifp narvaez#

Figure 14 CloudEdge Configuration and Credentials

6.VERIFY CONNECTIVITY BETWEEN MICROEDGE™
AND CLOUDEDGE™

This test verifies the existence of the virtual interface and the connectivity between the
Microkdge and CloudEdge VMs. Also, it refers to the SecEdge User Interface where the last
connection time is recorded.

MicroEdge VM

1. Access the VM serial console, please see 12.1.1 Guide to Connect to Microkdge VM Serial
Console.

2. Run the following command. The output is shown in Figure 15:

ipa

3. Verify the existence of virtual interface, starts with x. Sample output shown in Figure 15

root@secedge-draft-1-me-vm-0:/home/julia narvaez# ip a
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 gdisc noqueue state UNKNOWN group default glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
inet6 ::1/128 ope host
ever preferred 1ft forever

x167968770Q@if2: KNOARP,UP, LOWER UP> mtu 1400 gdisc noqueue state UNKNOWN group default g

TIK/ loNe Tnk-netnsid 0
inet 10.3.0.2/16 scope global x167968770
valid 1ft forever preferred 1ft forever
inet6 feB0::526b:637c:ba76:a556/64 scope link stable-privacy
valid 1ft forever preferred 1ft forever

Figure 15 Microtdge Virtual Interface
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CloudEdge VM
. SSH to the VM.

2. Run the following command. The output is shown in Figure 16:

ipa

3. Verify the existence of virtual interface, starts with x, and take note of the IP address.

julia narvaez@secedge-draft-l-ce-vm-0:~$ ip a
1: lo: <LOOPBACK,UP, LOWER [ mtu 655 disc noqueue state UNKNOWN group default glen 1000
link/loopback 00:00: 0:00:00 brd 00:00: :00:00
inet 127.0.0.1/8
valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host
valid 1ft forever preferred 1ft forever
2: ensd4: <BROADCAST,MULTICAST,UP, LOWER UP> mtu 1460 gdisc fgq codel state UP group default gle
link/ether 42:01:c0:a28:00:02 brd ff:ff:ff:ff:ff:ff

altname enpOs4

inet 192.168.0.2/32 metric 100 scope global dynamic ens4
valid 1ft 3407sec preferred 1ft 3407sec

ineté feB80::4001:c0ff:fe /64 scope link
valid 1ft forever preferred 1ft forever

3: ens5: <BROADCAST,MULTICAST,UP, LOWER UP> mtu 1460 gdisc fq codel state UP group default gle
link/ether 42:01:0a:8e:00:0e brd ff:ff:ff:ff:ff:ff
altname enp0s5
inet 10.142.0.14/32 metric 100 scope global dynamic ens5
valid 1ft 2950sec preferred 1ft 2950sec
ineté feB80::4001:aff:feBe:e/64 scope link
ever preferred 1ft forever
<NOARP, UP, LOWER UP> mtu 1400 c 3¢ noqueue state UNKNOWN group default qglg

6 scope global x167968769
ver preferred 1ft forever
inetée fe8 eala:e97:b70a/64 scope link stable-privacy

valid 1ft forever preferred 1ft forever
- . . .. A .. m

Figure 16 CloudEdge Virtual Interface

On the MicroEdge VM, execute the ping command to the CloudEdge VM virtual interface
address, e.g. ping 10.3.0.1. Figure 17 shows sample output.

root@secedqe:draft—l—me—vm—o:/home?julia_narvaez-
PING 10.3.0.1 (10.3.0.1) 56(84) bytes of data.
64 bytes from 10.3.0.1: icmp seg=1 ttl=64 time=1.12 ms

64 bytes from 10.3.0.1: icmp seg=2 ttl=64 time=1.28 ms
64 bytes from 10.3.0.1: icmp seq=3 ttl=64 time=1.14 ms
64 bytes from 10.3.0.1: icmp segq=4 ttl=64 time=0.859 ms
64 bytes from 10.3.0.1: icmp seqg=5 ttl=64 time=1.06 ms

Figure 17 Command ping execution
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On the Seckdge User Interface, select MicroEdge option on the left and then Edges, Figure 18,
and verify that:

+ STATE is ACTIVE

+ Last Connected timestamp should be close to current time.

€sEc eDGE

& Microtdge » MicroEdge Edges » 33232

MicroEdge Groups Uist Of Basic Information List Of Tunnel Information List Of Network Information

@ MicroEdge Edges

stote

secedge-draft-1-me-vm-0 ACTIVE

Figure 18 MicroEdge List of Basic Information

/.DEMO 10T APP

This is simple client-server application. The demo application is available at github repo:

https://github.com/secedgedev/me_solution_demo_app_1. The source code is provided
for demonstration purpose only. During the test, you clone the repo and build the
application.

The application on the Microkdge VM instance will run in client mode. You can enter the
message on terminal and send it to server application.

1. Connect to the MicroEdge VM instance, see 12.1.1 Guide to Connect to Microkdge VM
Serial Console..

2. Install git and g++ compiler:

S sudo apt-get update

S sudo apt-get install git build-essential

Figure 19 shows sample commands and output.
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. _narvaez@secedg
unable to resolve ] raft-1-me-vm-0: Name or service not known
http://s rity.ubuntu.com/ubuntu jammy: i InRelease [110 kB]
http://archive.ubuntu.com/ubuntu jammy

http://archive.ubuntu.com/ubuntu nmy-updates Release [119 kB]

http://archive.ubuntu.com/ubuntu jammy-backports
http://archive om/ubuntu jammy-updat main amdé4 P
http://a \ jammy-updat
hed 2529 kB in 2s
Reading packag
julia narvaez@secedge-draft-1-me-vm
sud unable to z g C € ame oOr service no

Building dep
Reading sta i mation Done
git is already the newest version (1:2.34.1-lubuntul.10).
git set to manually installed.
The following package was automatically installed and is no longer required:
libnumal
Us do apt e move ' remove it.
The following s tional will be installe
bzip2 cpp o dpkg-d Ot fig-config fonts-dejavu-core g++ g++-11
i iff-xs-perl libalg i merge-perl lib
pt-dev libdeflate0 libdp erl libfakeroot libfile-fcntllock-perl
23 libitml 11 i i >eg-turbo8 libjpeg8 lib n0 libmp
+—11— i iff5 libtirpc > i an( ibubsanl 1ibw libxpm4 linux-1lib
dev rpcsvc-proto

debia yri g++-multilib g++-11-multilib nultilib autoconf automake
cc-11-multilib glibc
The following NEW pac
ential b

dev libdeflateO libdp
3 libgompl 1ibisl23 libitml 1i ig0 i beg—turbo8 libjpeg8
libnsl-dev libquadmathO libstdc++-11-dev 1libtiff5 libtirpc-dev libtsan0 1 ibsanl libwebp7 1ik
lto-disabled-1 make manpag dev r o
upgraded, 52 newly installed, 0 to remove 23 not upgraded.
Need to get 63.8 MB of archi
After this operation, 208 MB of additional di K > will be used.
Do you want to continue? [Y/n]

Figure 19 MicroEdge Instance Software Installation

3. Clone demo app source code to this VM.

S git clone https://github.com/secedgedev/me_solution_demo_app_1

4. Compile the source code:

S cd me_solution_demo_app_1

S g++ -0 demo_app demo_app.c common.c parse_options.c server.c client.c

5. Check the usage help text:

S ./demo_app

Figure 20 shows sample commands and output.
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julia nar ecedge-draft-1-me-vm-0:

julia nar

julia nar

status.tx

lution demo

common . h
julia nar raft-1-r /m
parse o ic value (null), ivalue (null), r
main & MO« (null), argNetIf (null), argPortNo (null), argWeb (null)
input!!

-w true|fal

Figure 20 MicroEdge Instance Demo App Build

Deploy the same application on CloudEdge, which will run with server mode. The server
application waits for messages from client application.

1. Connect to Microkdge VM instance, see 1211 Guide to Connect to MicroEdge VM Serial
Console.

2. Install git and g++ compiler:

S sudo apt-get update

S sudo apt-get install git build-essential

Figure 2] CloudEdge Instance Software Installation
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3. Clone demo app source code to this VM.

S git clone https://github.com/secedgedev/me_solution_demo_app_1

4. Compile the source code:

S cd me_solution_demo_app_1

S g++ -0 demo_app demo_app.c common.c parse_options.c server.c client.c

5. Check the usage help text:

S ./demo_app

EDES-0021-Rev B

sed 0

done.

null), ivalue (null),
(null), argNetIf (null), argPo
egal empty input!!

> —-i <network interf D ct_number> -w true|false

r client mode
IP add

Figure 22 CloudEdge Instance Demo App Build

Test the secure tunnel with data from the Microkdge VM instance to the CloudEdge VM

instance using the client-server application installed in the previous section.

1. SSH to the CloudEdge VM instance.

2. Inthe CloudEdge VM, identify the IP address of the XFRM interface. The interface starts

with the x letter. In this example the IP is 10.3.0.1.
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3. Start demo_app in server mode, listening on secure tunnel IP and port number

S cd me_solution_demo_app_1

S ./demo_app -m server -i 10.3.0.1 -p 8082 -w false

4. Connect to the Microedge VM, please see 1211 Guide to Connect to MicroEdge VM Serial
Console.

5. In the MicroEdge VM, start demo_app in client mode to connect to the CloudeEdge VM via
secure tunnel IP and port number

S cd me_solution_demo_app_1

S ./demo_app -m client -i 10.3.0.1 -p 8082 -w false

6. Inthe MicroEdge VM terminal, type a message and press Enter to send the message to
the server, e.g. Figure 23.

root@secedge-draft-1-me-vm-0:/home/julia narvaez/me solution demo app 1# ./demo app -m client -i 10.3.0.1 -p 8082 -w false
ions mvalue = client, ivalue = 10.3.0.1, pvalue = 8082, wvalue = false
main argMode = client, argNetIf = 10.3.0.1, argPortNo = 8082, argWeb = false
.-

7:2740:b484:b078%x167968770
enter the message (Q or g to exit): hello from client
Server response: Has got message.

Figure 23 MicroEdge demo_ app execution

7. Observe message displayed on CloudEdge VM console, e.g. Figure 24.

root@secedge-draft-1-ce-vm-0:/home/julia narvaez/me_ solution demo app 1# ./demo_app -m server —-i 10.3.0.1 -p 8
082 -w false

parse options mvalue = server, ivalue = 10.3.0.1, pvalue = 8082, wvalue = false

main argMode = server, argNet = 10.3.0.1, argPortNo = 8082, argWeb = false

lo IPv4

ens4 IPv4

829d:4£27%$x167968769

Figure 24 CloudEdge demo_ app execution
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8. TEST MULTI TUNNELS: CREATE MULTI TUNNELS
FROM MICROEDGE™ TO CLOUDEDGES™

A single MicroEdge instance on a device enables multi-tunnel connectivity to different
CloudEdge servers. You can setup multiple configuration profiles and assign them to
different groups. This test includes the following main steps:

+ In Google Cloud, launch a new deployment with two CloudEdge VMs and one
MicroEdge VM.

+ In Google Cloud, deploy two additional VM instances that are used as web
application servers.

+ Inthe Seckdge User Interface, set up two CloudEdge Groups for defining multi-
tunnel profiles and configure the MicroEdge.

+ In the VMs terminal, execute the test.

In the step, you make new deployment with one Microedge VM and two CloudEdge VMs:

+ Start in Google Cloud, Seckdge Studio Product details page, as described in section
3 Secedge Studio™ Deployment Test Steps, step 6.

& Product details

SecEdge

€sec coee Sec Edge

Virtual Space for 10T developers

LAUNCH VIEW DEPLOYMENTS

+ Click on Launch.

+ On deployment input form, CloudEdge Instance Count, increase the number to 2.
Then click on Deploy at the bottom of the page.
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CloudEdge

Instance Count

2 (]

Machine type

‘ + General purpose Compute optimized

Memory optimized

Machine types for common workloads, optimized for cost and
flexibility

Series
E2 -

CPU platform selection based on availability

Machine type
e2-medium (2 vCPU, 1 core, 4 GB memory) -

EDES-0021-Rev B

Figure 25 Google Cloud, New Sectdge Deployment Page Configuration

After deploying successfully, in the VM instances list, there are three new VMs, such as in

Figure 26.

a
a
a
a

VM instances

INSTANCES

VM instances

Status

]

]

CREATE INSTANCE & IMPORT VM C REFRESH

OBSERVABILITY

= Filter Enter property name or value

Name 4
secedge-draft-2-ce-
vm-0
secedge-draft-2-ce-

vm-1

secedge-draft-2-
me-vm-0

INSTANCE SCHEDULES
Zone Rec¢mmendations In use by Internal IP
us- 192.168.0.3 (nic0)
central1-b 10.128.0.10 (nicT1)
us- 192.168.0.2 (nic0)
central1-b 10.128.0.9 (nic1)
us- 172.16.0.2 (nic0)
centrall-b

External IP

34.135.225.216 (nic0)

35.224.74.190 (nic0)

34.71.172.184 (nic0)

Connect

SSH ~

SSH ~

SSH ~

Figure 26 Google Cloud, VM Instances, New Test Deployment VMs

In this deployment, the MicroEdge instance has a tunnel stablished with only one

CloudEdge. If you see the SecEdge User Interface Dashboard, it shows a standalone

CloudEdge.

In Google Cloud, VM Instances page, create two VMS, app-web-server and app-web-server-1,

shown in Figure 27:

1.

Click on the CREATE INSTANCE button.

2. Name the first instance app-web-server.
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3. The Region must be same as the CloudEdge and MicroEdge VMs deployed in the
previous section. In this example, Region is us-centrall. Zone can be different. Accordingly,
the selection here is also us-centrall. Zone can be a, b, ¢, f.

4. Repeat steps 1through 3 to create a new VM instance, app-web-server-1.

5. Notice the Internal IP address of app-web-server and app-web-server-1.

(] app-web-server us- 10.128.0.11 (nic0) 35.232.238.136 SSH ~
centrall-a (nic0)

[/] app-web-server-1 us- 10.128.0.12 (nic0) 34.123.232.213 SSH ~
centrall-a (nic0)

Figure 27 Google Clouad, VM Instances, App Web Server VM Instances

Both CloudEdge devices created in 8.1 belong to the CloudEdge Default group. This section
guides you through the steps to create two groups, Groupl and Group2, and assign each
CloudEdge to a different group.

8.3.1. ADD CLOUDEDGE GROUP1
In the Seckdge User Interface, add CloudEdge Groupl

+ Select CloudEdge and Groups on the page left side and click on Add Group.
+ Enter the Group Name, in the example is Groupl.
The Destination is the IP address in CIDR subnet notation of the app-web-server VM added in 8.2

+ Enter additional data and click on the Add button, shown in Figure 28.

Add Group

Figure 28 SecEdge Studio User Interface, Add CloudEdge Groupl
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+ Manually refresh the page to see the new CloudEdge listed in the group.

8.3.2. ADD CLOUDEDGE GROUP2

+ Repeat the stepsin 1, but change Group Name to Group2.

+ The Destination is the internal IP of app-web-server-1 in CIDR format, always with "/32".

Add Group

Add Group

Create a new group and customize its requirements

Group Name

group2

Route list

Destination Metric

10.128.0.12/ 32
+ Add More

Security Profile Name

default

Figure 29 SecEdge Studio User Interface, Add CloudEdge GroupZ2

8.3.3. ADD ONE OF THE CLOUDEDGE VMS TO CLOUDEDGE GROUP1
. Select CloudEdge and Groups on the page left side.

2. Click on Groupl.

3. Click on Add Device.
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Gancel “

Figure 30 SecEdge Studio User Interface, Add Device to CloudEdge Groupl

4. To enter CloudEdge Id, first identify the Instance Id of one of the CloudEdge VMs deployed in
8.1 Deploy CloudEdge and Microkdge VMs.

+ For example, in Google Cloud, VM Instances, click on the VM name whose name
ends in “ce-vm-0".

+ On the Details, Basic Information page, identify and copy in the clipboard the
Instance Id, illustrated in Figure 31.

Virtual machines ~
DETAILS OBSERVABILITY SCREH
B VMinstances
SSH v CONNECT TO SERIAL CONSOLE -
& Instance templates Connecting to serial ports is disabled (2]
A Sole-tenant nodes
Logs
B Machine images
Serial port 1 (console)
) TPUs
v SHOW MORE
% Committed use discounts
. Basic information
= Reservations
Name secedge-draft-2-ce-vm-0
& Migrate to Virtual Machin... Instance Id 5205296737156211682
Description WoTe
Storage ~
Type nstance
[  Disks Status @ Running

Figure 31 Google Cloud, VM Instances, CloudEdge VM Instance Basic Information Page
5. Onthe Seckdge User Interface, Add Device page:

+ CloudEdge Id: paste the Instance Id from the clipboard.
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8.3.4. ADD THE OTHER CLOUDEDGE VM TO CLOUDEDGE GROUP2
Repeat the steps described in 8.3.3 with the following changes:

+ Select CloudEdge Group2.

+ To add the device, in Google Cloud, VM Instances, look at the details of the
CloudEdge VM whose name ends in “ce-vm-1".

Create a multi-tunnel profile which links to CloudEdge Groupl and CloudEdge Group2.
+ Select Configure and Tunnel Profiles on the page left side and click on Add Profile.
+ Enter the Profile Name, in the example is multi-tunnel.
+ In CloudEdge Group Name select groupl and group2.
+ Select a Default Group.

+ Click on the Add button.

Add Profile

Add Profile

Figure 32 Seckdge Studio User Interface, Add Tunnel Profile

Assign the multi-tunnel profile to the Microkdge by changing profile in configuration file
/etc/microedge.conf of MicroEdge VM.

1. Connect to the Microkdge VM created in 8.1 Deploy CloudEdge and MicroEdge VMs.
Please see 12.11 Guide to Connect to MicroEdge VM Serial Console.

2. Edit the MicroEdge configuration file /etc/microedge.conf as follows:
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+ Figure 33 shows the default tunnel configuration assigned during deployment.

"netlib™: {
"wanifcs" :

Figure 33 MicroEdge Original Configuration with Default Tunnel Profile

+ Change the service profile to the one created in 8.4. Figure 34 shows the multi-tunnel
tunnel configuration.

Figure 34 MicroEage Original Configuration after Changing to multi-tunnel Profile

3. Restart MicroEdge so that ControlEdge can re-setup the tunnels. Check how the multi-
tunnel works. The following command can be used:

sudo systemctl restart microedge.service

4. Execute ip a or “ifconfig. Figure 35 shows the Microkdge terminal with two tunnels
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>-draft-2-me-vm-0 ome/julia narva
<L.OOPBACK, UP, LOWER_UP> mtu 65536 gdisc noqueue state UNKNOWN group default glen 1000
link/lcupback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host

qrever preferred 1ft forever
NOARP, UP, LOWER UP> mtu 1400 gdisc noqueue state UNKNOWN group default glen 1000
d-netnsid 0
inet 10.4.0.2/16 scope global x168034306
valid 1ft forever preferred 1ft forever
inet6 feB0::8fe:738e:811b:36fa/64 scope link stable-privacy
valid 1ft fdrever preferred 1ft forever
4: x168099842@if2: KNOARP,UP, LOWER UP> mtu 1400 gdisc nogueue state UNKNOWN group default glen 1000
ink/o inkd-netnsid 0
inet 10.5.0.2/16 ope global x168099842
valid 1ft forever ferred forever
inet6é feB80::8652: scope link stable-privacy
forever

5. On the Seckdge Studio User Interface, see the MicroEdge with multiple tunnels.
+ Select MicroEdge and Edges on the page left side.
+ Select the MicrokEdge instance that you configured.

+ Click on List of Tunnel Information and notice the two routes, shown in Figure 36.

List Of Basic Information I5t Of Network Information

17216.0.2

17216.0.2

Figure 36 MicroEdge List of Tunnel Information

Start web server application in app-web-server and app-web-server-1.
app-web-server VM
1. SSH to the app-web-server VM created in 8.2 Create Two Web Servers.

2. Execute command to run the server, shown in Figure 37.

python3 -m http.server 8080
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.

julia narvaezfapp-web-server:~5 python3 -m http.server 8080
Serving HTTP on 0.0.0.0 port 8080 (http://0.0.0.0:8080/)

Figure 37 http server on app-web-server
app-web-server VM-1
3. SSH to the app-web-server-1 VM

4. Execute command to run the server, shown in Figure 38.

python3 -m http.server 8080

julia narvaez@app-web-server-1:~$ python3 -m http.server 8080
Serving HTTP on 0.0.0.0 port 8080 (http://0.0.0.0:8080/)

Figure 38 http server on app-web-server -1

From the MicroEdge VM, send requests to both app web servers.

1. Connect to the Microkdge VM, see 1211 Guide to Connect to Microkdge VM Serial
Console.

2. Run ipr commands to confirm that the Internal IP Of app-web-server-1is added to the
routing table. Figure 39 shows app-web-server and app-web-server-1 Internal IP addresses.

Figure 39 MicroEdge Multjple Tunnels

3. Send requests to the app-web-server.

+ Run the curl command

curl http://< Internal IP of app-web-server>:8080
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+ The MicroEdge VM receives in return the directory listing, via the first tunnel.

+ Figure 40 illustrates the execution of curl http://10.128.0.11:8080, where 10.128.0.11 is the

internal IP of app-web-server, as shown in Figure 27 Google Cloud, VM Instances,
App Web Server VM Instances.

1t="text/html; charset=utf

isting for /</titl

Figure 40 MicroEdge Request to app-web-server

4. Send requests to the app-web-server-1.

=+

+

+

Run the curl command
The MicroEdge VM receives in return the directory listing, via the second tunnel.

Figure 4l illustrates the execution of curl http://10.128.0.12:8080, where 10.128.0.12 is the
internal IP of app-web-server-1, as shown in Figure 27 Google Cloud, VM Instances,
App Web Server VM Instances

Erict . dtd™>

1tent="text/html; ch:

Figure 41 MicroEdge Request to app-web-server-1

5. Verify that app-web-server and app-web-server-1 received requests from two different
CloudEdge devices.

+

Figure 42 shows request from one CloudEdge.
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julia narvaez@app-web-server:~$ python3 -m http 5 € =r 8080

Serving HTTP on 0.0.0.0 port 8080 (http://0. . 8 A

10.128.0.10 - - [13/Jan/2024 02:38:48] "GET / HTTP/l 1" 200 -

Figure 42 app-web-server Recelved Request
+ Figure 43 shows request from the other CloudEdge.

julia narvaez@app-web-server-1l:~$ python3 -m http.server 8080
Serving HTTP on 0.0.0.0 port 8080 (http://0.0.0.0:8080/) ...

10.128.0.9 - - [13/Jan/2024 02:40:19] "GET / HTTP/1.1"

Figure 43 app-web-server-1 Received Request

+ Figure 44 shows that the address in the requests received by the app web servers
correspond to the Internal Ip addresses of the CloudEdge VMs.

VM instances

= Filter Enter property name or value

D Status Name 4 Zone Recommendations In use by Internal IP

O ] secedge-draft-2-ce- us- 192.168.0.3 (nic0)
vm-0 central1-b 10.128.0.10 (nic1)

O V] secedge-draft-2-ce- us- 192.168.0.2 (nic0)
vm-1 central1-b 10.128.0.9 (nic1)

O o secedge-draft-2- us- 172.16.0.2 (nic0)
me-vm-0 centrall1-b

Figure 44 Google Clouad, VM Instances, Cloudtdge VVMs Deployed in 8.1

9. TEST TUNNEL KEY ROTATION

In the SecEdge User Interface, create new Security Config Profiles in which the Tunnel Key
Rotation Time is set to 1.

+ Select Configure and Security Config Profiles on the page left side and click on Add Profile.
+ Enter the Profile Name, in the example is keyRotation-1Min.
+ Enter Tunnel Key Rotation Time: 1

+ Enter additional data and click on the Add button, shown in Figure 45.
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Add Profiis

Add Profile

The s

xpiry Time (days)

Figure 45 Seckdge User Interface Add Security Config FProfile

In the Seckdge User Interface, create a new Microkdge Group which has assigned the
Security Profile with one minute key rotation time created in the previous step.

+ Select MicroEdge and Groups on the page left side and click on Add Group.
+ Enter the Group Name, in the example is TunnelKeyRotationTest.
+ Select keyRotation-1Min in the Security Profile Name drop down.

+ Enter additional data and click on the Add button, shown in Figure 46.

Add Group

Add Group

1 new gr

Group Name

KeyRotationTest

Config Profile Name security Profile Name

default

Cancel m

Figure 46 Seckdge User Interface Add MicroEdge Group
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1. Select a MicroEdge

+ Select MicroEdge and Edges on the page left side.

+ From the list, choose a device, which becomes the MicroEdge instance under test.

+ Copy or take note of the device Name and Id.

€ sec eDcE

MicroEdge Edges

MicroEdge Edges

Micrat > W

Device Id Securs Elemant

secedge-draft-2-me-vm-0 HOST

secedge-draft-1-me-vm-0 HOST

Figure 47 Seckdge User Interface Select Device

2. Add the MicroEdge instance under test to the TunnelKeyRotationTest MicroEdge Group.

=+

+

Select MicroEdge and Groups on the page left side.

Select TunnelKeyRotationTest MicroEdge Group and click on Add Device.

Enter or paste the Device Name copied in the previous step.

Enter or paste Device Id.

Add Device

Figure 48 SecEdge User Interface Add MicroEdge Device to Group

Execute the following steps in the MicroEdge terminal.
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1. Access to the MicroEdge VM you selected for the test, see 12.1.1 Guide to Connect to
Microkdge VM Serial Console.

2. Identify the MicroEdge process id and execute the nsenter command as superuser:

ps aux | grep microedge

nsenter -t <microedge_pid>-nip xs

3. Wait for 1 minute, run the same commands again.
4. Verify that the tunnel keys have been changed.
The following screenshots show the sequence.

Figure 49 shows the keys at one point in time.

root@secedge-draft-2-me-vm-0: /home/julia narvaez# nsenter -t 516 -n ip x s
src 34.135 5.216 dst 172.16.0.2
proto esp spi 0x061e0b0c reqgid 102632204 mode tunnel
replay-window 0
auth-trunc hmac(sha256) 0x0135f9f2bbd7b20fecfa54a2eef89b6ab85d51136174elcdff252bf7e493c408 96
enc cbc(aes) 0x007e1001 4£6f39ea5c3al9cbdd451089fd0486c92731931682£f8c0a89363f
encap type es nudp sport 20202 dport 45734 addr 0.0.0.0
lastused 2024-01-15 18:15:29
anti-replay context: seq 0x0, oseq 0x0, bitmap 0x00000000
if id 0x2
sel src 0.0.0.0/0 dst 0.0.0.0/0
2.16.0.2 dst 34.135.225.216
proto esp spi 0x061le0b0Oc regid 102632204 mode tunnel

(=) ndow

nc hmac(sha256) 0x007e1001e274f6f3%9eab5c3al9cbdd451089fd048 273193 2f8c0aB89363f 96

encap Lype esplnudp
lastused 2024-01-15 18:15:29

anti-replay context: seq 0x0, oseq 0x6, bitmap 0x00000000
if id 0x2

sel src 0.0.0.0/0 dst 0.0.0.0/0

Figure 49 MicroEdge Terminal at an Initial Point in Time

Figure 50 shows the keys have changed after waiting for one minute.
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root@secedge—draft—Z—me—vm—O:/home/julia:narvaez# nsenter -t 516 -n ip x s
src 34.135.225.216 dst 172.16.0.2
proto esp spi 0x061e0b0Oc regid 102632204 mode tunnel
replay-window 0
auth-trunc hmac(sha256) 0x01d56ee2bc568b62edalb4675dcbea9c435f54eflbd3b5b27a482df2e07ce58d 96
enc cbc(aes) 0x0014c071a69b8be05f4b3f6b0026adf417bc5f05aaf074d8d961d47ad8e55a33
encap type espinudp sport 20202 dport 45734 addr 0.0.0.0
lastused 2( Gil=ils) g itegely
anti-replay context: seq 0x0, oseq 0x0, bitmap 0x00000000
if id 0x2
sel src 0.0.0.0/0 dst 0.0.0.0/0
src 172.16.0.2 dst 34.135.225.216
proto esp spi 0x061e0b0c reqid 102632204 mode tunnel
replav-window 0
auth-trunc hmac(sha256) 0x0014c071a69b8be05f4b3f6b0026adfd17bc5f05aaf074d8d961d47adB8e55a33 96
enc cbc(a 0x01d56ee2bc568b62edalb4675dcbea9c435£54eflbd3b5b27a482df2e0 d

2P0 O J add U

lastused 2024-01-15 18:19:37
anti-replay context: seq 0x0, oseq 0x6, bitmap 0x00000000
if id 0x2

sel src 0.0.0.0/0 dst 0.0.0.0/0

Figure 50 MicroEdge Terminal One Minute after the Initial Point in Time

10.  TEST MQTT CERTIFICATE ROTATION

In the Seckdge User Interface, the Security Config Profile allows you to set the MicroEdge
and Cloudkdge device certificate rotation time. You can also rotate the device certificate
by selecting Rotate Certs in the list options of MicroEdge Edges. For this test, you can force
the rotation of a MicroEdge certificate by changing the Microkdge Group.

1. Select a MicroEdge for testing.

2. Connect to the Microkdge VM you selected for the test, see 12.1.1 Guide to Connect to
MicroEdge VM Serial Console..

3. Inthe MicroEdge terminal:

+ Use the IPSec command to view current tunnel keys. If you executed it before, there
is N0 need to run it again.

List the dayl certificate and take note the timestamp and look at its content.

Is -| /etc/softse.d/dayl/net-edge.cert

cat /etc/softse.d/dayl/net-edge.cert

4. Force certificate rotation by changing Microkdge Group.

+ In the SecEdge User Interface, follow the same steps as in 9.3 Add a MicroEdge
Device to a Group to add the selected Microkdge to a different group.

5. Verify in the Microkdge terminal the certificate change.
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+ Inthe terminal, run the same commands to view the Dayl certificate.
+ Verify that the certificate timestamp and its content have changed.

Figure 51 shows the Dayl certificate before the MicroEdge Group change. Figure 52
shows the Day] certificate after the MicroEdge Group update. See that the certificate
timestamp and content have changed.

root@Secedge—draft—Z—me—vm—O:/home/julia:narvaez# 1s -1 /etc/softse.d/dayl/net-edge.cert

-rw-r——r—— 1 root root 1618 Jan 15 18:49 /etc/softse.d/dayl/net-edge.cert
root@secedge-draft-2-me-vm-0:/home/julia narvaez# cat /etc/softse.d/dayl/net-edge.cert
BEGIN CERTIFICATE

MITEfTCCAMWgAWIBAgIUI6tU72eKolDGLhV3Je0PV3Kp4IUwDQYJKoZIhvcNAQEL
BOAwWCDETLMAKGA1UEBhMCVVMxFjAUBgGNVBAGTDUThc3NhY2h1c2VOdHMxEzARBgNV
BAcTCkJ1cmxpbmd0b24xEDAOBgNVBAoTB1ByaXZhZnkxEjAQBgNVBAsSTCUlpY3Jdv
ZWRnZTEOMAWGA1UEAXMFOmMVhY 2 gwHhcNMj QwMTE 1MT gwMj A0WhcNMj UwMTEOMT gw
MiMOWGBjMQOswCQYDVQOGEWJIVUzZETMBEGA 1 UECBMKV2FzaGluZz3RvbjEQMAAGATUE
BxMHU2VhdHRsZTEtMCsGA1UEAXxMkOD1 jMTA3NWQtODkxNCOOYmUyLTg1NGT tMDM1

MmUAMz ZiNT TwMIGbMBAGByqGSM4 9AgEGBSUBBAAJAAGGAAQOB/Ai7oMzzt81 1 hmBF
EYbf69KfbGEouQ1BXd4zb2Y760200trxAAM3X2C5Zzudi 1MHbdgZynul /TJP3pgQ

Figure 51 Microkdge Dayl Certificate Before Group Change

root@secedge-draft-2-me-vm-0:/home/julia narvaez# 1ls -1 /etc/softse.d/dayl/net-edge.cert

—-rw—-r—--r—— 1 root root 1618 Jan 15 18:58 /etc/softse.d/dayl/net-edge.cert

root@secedge-draft-2-me-vm-0:/home/julia narvaez# cat /etc/softse.d/dayl/net-edge.cert
BEGIN CERTIFICATE

MITEfTCCAMWgAwWIBAgIUf78J111oEzv/3PvZUSdZI+F3y80wDQYJKoZIhvcNAQEL

BOAwcDELMAKGA1UEBhMCVVMxFjAUBgNVBAGTDULlhc3NhY2h1c2VOdHMXEzARBgNV

BAcTCkJ1cmxpbmdOb24xEDAOBgNVBAOTB1ByaXZhZnkxEjAQBgNVBASTCUlpY3Jv
ZWRNZTEOMAWGA1UEAXMFQOmVhY 2gwHhcNMjQwMTE1MTg1ODExWhcNMjUwMTEOMT gl
ODQxWjBjMOswCQYDVQOGEwWJVUzETMBEGA1UECBMKV2FzaGluZ3RvbjEQMAAGAIUE
BxMHU2VhdHRsSZTEtMCsGA1UEAXMkOD] JMTA3INWQtODkxNCOOYmUyLTg1NGTtMDM1
MmU4MzZ1iNT IwMIGbMBAGByqGSM4 9AgEGBSuBBAA JAAGGARQBWZwWCy62EQCcZpdmT
NGtRLMWVKOtVXZQade7U/SKMED3VGkSQWOZfGSRVZWlWVZZObFNLM827V

Figure 52 MicroEdge Dayl Cefz‘/f/caz‘e Afz‘ef Group Chcmge

11. TEST ROUTING TABLE

1. Connect to a MicroEdge VM you selected for the test, 1211 Guide to Connect to
Microkdge VM Serial Console.

2. Execute commands such as
+ ipr
+ route

3. Verify that all routings to external are via XFRM interfaces. Figure 53 shows the existing
interfaces.
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root@secedge-draft-2-me-vm-0: /home/julia narvaez# ip r
default via 10.5.0.1 dev x168099842 proto static src 10.5.0.
10.4.0.0/16 dev x168034306 proto kernel scope link src 10.4.

10.5.0.0/16 dev x168099842 proto kernel scope link src 10.5.
10.128.0.11 via 10.5.0.1 dev x168099842 proto static src 10.
10.128.0.12 wvia 10.4.0.1 dev x168034306 proto static src 10.

Figure 53 MicroEdge Routing

12. TEST ADDITIONAL SECURITY PARAMETERS

Configure MicroEdge And CloudEdge security parameters. Refer to the Seckdge User Guide
to configure security profiles such as:

+ Tunnel Key Rotation Time
+ Certificate Expiry Time

Open Seckdge User Interface and tunnel security parameters to change the behavior.
Note that the default profile is not editable. To test, for example, create a new security
profile, new MicroEdge group and add MicroEdge instance to that group. Change the
tunnel key rotation and certificate rotation time. Figure 54 shows the page to add a
security configuration profile.

Figure 54 SecEdge User Interface Add Security Configuration Profile

12.1.1. GUIDETO CONNECT TO MICROEDGE VM SERIAL CONSOLE

Using the MicroEdge VM serial console is the recommended connection in this tutorial.
When accessing the Microkdge VM through its serial console, the system is in the init
namespace and the virtual interfaces are available. This section explains how to connect
using the browser or the gcloud cli shell, and how to find credentials to access the
MicroEdge VM serial console.
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CONNECT FROM BROWSER

In the Google Cloud VM instances section, DETAILS page, Serial port 2 or View gcloud command
are the recommended options to access the Microkdge VM. MicroEdge is running on the
foreground with the highest logging level. Serial port 1 console prints the log messages and it
is not suitable for interacting and running shell commands.

To access from the browser, In the Google Cloud VM instances section, DETAILS page, do
the following:

1. Click on the CONNECT TO SERIAL CONSOLE drop down menu, Figure 55.

{Ek Compute Engine & secedge-draft-.. A EDT ) RESET CREATE MACHINE IMAGE
Virtual machines ~
DETAILS OBSERVABILITY SCREENSHOT
| Aa VM instances
SSH | CONNECTTO SERIAL CONSOLE

Instance templates Jectindto se e s enabied @
Serial port 1 (console)

8]
B  Soletenant nodes
=]

Logs Serial port 2
Machine images e Serial port 3
| TRUs S B Serial port 4
v SHOWMORE v Joud d
iew gcloud comman
Committed use discounts
Basic irformatian
B Reservations O UUTTTEEEE
Name ;ecedge-draft-1-me-vm-(
& Migrate to Virtual Machines Instance Id 679523184707061963¢

n

Figure 55 Google Cloud, VM Instances, CONNECT TO SERIAL CONSOLE Options

2. If using the browser with serial port 2, click on the Serial port 2 option, authorize Cloud
Shell if needed, and press enter on the browser window to see the login prompt, Figure
56.

ﬁSSHfin—browser [ 2 O R o

dge -draft-1-me—-vm—0 login: I

Figure 56 MicroEdge Serial Console Login

3. Continue to Log into Ubuntu steps listed later in this section.

Alternatively, if using View gcloud command:

+ click on View gcloud command, copy the command, paste it in the terminal and
add the --port=2 flag, Figure 57.
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/£ Open Editor ECT I =~ [ T R I i S

Figure 57 Cloud Shell Terminal Connect To Serial Port Command

+ Press Enter when the new side bar opens and authorize Cloud Shell to use your
credentials for the gcloud CLI command, Figure 58.

Authorize Cloud Shell

j Shell needs permiss

Figure 58 Cloud Shell Authorization

+ When the command succeeds, the login information is requested, Figure 59.

-3 Tc'mnr;al (microedge-test) X 4 = #£ Open Editor B 8 = N S

o microedge-test.
a diff

e ——pr

e-draft-1-me-vm-0 port 2 (

ubuntu\shimx

GRUB_FORCE_PARTUUID set, attempting initrd

L 22.04.3 1 -draft-1-me-vm-0

s-draft-1-me-vm-0 login:

Figure 59 Cloud Shell Success and Login Prompt

If you encounter errors because your gcloud user account, please see 14 Accessing
Serial Terminal Troubleshooting in this document for troubleshooting ideas.

LOG INTO UBUNTU

The username and password are on the Deployment Manager, Deployments page. The
password is also on the VM instances DETAILS page. The username is the same across
deployments, ubuntu. The password is unique for every deployment.
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Identify the serial console password on one of the two following locations.

From the Deployment Manager section, Figure 60, click on the deployment name to

= Go gle Cloud e microedge-test ¥ Search (/) for resources, docs, products, and more Q 4
Deployment Manager Deployments DEPLOY MARKETPLACE SOLUTION W STOP W DELETE
| )  Deployments
@  Learn how to convert your deployment to KRM or Terraform (2
= Type registry
(Tl cloud-marketplace-solution-id:secedge-endpoints-secedge-public-cloud-goog ) IR IV x (%]
O @ nName 4 Created on Last modified Labels
D [ secedge-draft-1 5 days ago 5 days ago cloud-mark... : secedge-pu... '
D @ secedge-draft-2 5 days ago 5 days ago cloud-mark... : secedge-pu... v
Figure 60 Google Cloud, Deployments Manager, Deployments page
Note that the user is ubuntu. Take note of the password, shown in Figure 61.
= Go gle Cloud 2+ microedge-test ¥ Search (/) for resources, docs, products, and more Q, search E | o
Deployment Manager < secedge-draft-1 @ DELETE X secedge
| ™  Deployments
@  secedge-draft-1 has been deployed eSEC eDGE SecEdge

IS Typeregistry

W Overview - secedge-draft-1
w WSEC aDGE secedge secedgejinia
w [ secedge-draft-1-me-network network py
B secedge-draft-1-me-network network

w [ secedge-drafi-1-me-subnetwork sub_ner

B secedge-draft-1-me-subnetwork sub;

w [ secedge-draft-1-me firewall py
B secedge-draft-1-me-allow-ssh firewa
B secedge-draft-1-me-port-for-tunnel firewall
(@ secedge-draft-1-me-port-for-proxy firewa
w [ metier me

tier jinja

« [ secedge-draft-1-mevmampl-0 vm_instance py

B secedge-draft-1-mevm-0 vm instance

w [ secedge-draft-1-censtwork netw

(@ secedge-draft-1-ce-network 1

[ secedge-drafi-1-ce-subnetwork sub.

B secedge-draft-1-ce-subnetwork subnetwork

Solution provid »d by Sec Edge

User (Serial Console) ubuntu

Password (Serial 2F+BsFxx

Console)

Zone us-eastl-b

Vv MORE ABOUT THE SOFTWARE

Lel stariea witn Seccage

SIGNUP WITH SECEDGE (£

Support
Go to Sec Edge support [2

Template properties

W SHOW MORE

Figure 61 Google Clouad, Deployments Manager, Selected Deployment page

o

Alternatively, on the VM instances DETAILS page, scroll down to the Custom metadata

section by the bottom of the page where the VM password is displayed, Figure 62.
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= Go gle Cloud e® microedge-test ¥ Search (/) for resources, docs, products, and more
{Iﬂi Compute Engine < secedge-draft-... / EDIT ™) RESET CREATE MACHINY
Virtual machines ~
DETAILS OBSERVABILITY SCREENSHOT

| B VMinstances

E  Instance templates Custom metadata

Key Value
B  Sole-tenant nodes
password ZF+8sFxx
. DEVICE_TYPE ME
¥  Marketplace !
EMAIL julia.narvaez@secedge.com
) Release Notes google-monitoring-enable 0
acodle-loaaina-enable 0
<l

Figure 62 Google Cloud, VM instances, Details, Custorm metadata

5. Enter the login and password when prompted, Figure 63.

Ubuntu 22.04.3 LTS draft-1-me-vm-0 ttySl

raft-1-me-vm-0 login: ubuntu

ord:
> to Ubuntu 22 -3 L (GNU/Linux 6.2.0

* Manageme
* Suppor
rmation as of Wed Feb 7
59375 105
of 9.51GB o ogg in: 4]
g8: 10.1.0.2

Figure 63 Ubuntu Login

6. Execute ip a and notice the xfrm interface created by MicroEdge, Figure 64.

md-logind) bash

glen 1000
00 brd 00:00:
t lo
erred_lft forever

1ft forever preferred 1ft forever
@if2 NOARP, UP, LOWER UP> mtu 1400 gdisc noqueue state UNKNOWN group default glen 1000
link-netnsid 0

link stable-privacy
ver
root

Figure 64 MicroEdge Terminal Window xfrm Interface
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CONNECT FROM TERMINAL
This is an alternative way to access the serial terminal instead of connecting from browser.

+ Install gcloud cli in system https://cloud.google.com/sdk/docs/install.

Execute the following command

gcloud compute --project=SecEdge-public connect-to-serial-port SecEdge-vspace-draft-1-me-
vm-0 --zone=us-centrall-b --port=2

Where "us-centrall-b" is the selected zone, "SecEdge-vspace-draft-1-me-vm-0" is the VM
instance name and "SecEdge-public" is the project name in Google Cloud.

Where “SecEdge-public” is the project name in Google Cloud, "secedge-draft-1-me-vm-0" is
the VM instance name, “connect-to-serial-port” connects to the serial port of the
instance, "us-centrall-b" is the deployment selected zone, and “--port=2" connects to
the serial port 2 to reduce the VM logs printed on the console, e.g. Figure 65.

»>gcloud compute --project=microedge-tes connect-to-serlial-por secedge-draft-1-me-vm-0
gcloud put project=mi dge-test t-t ial-port dge-draft-1 2

Figure 65 Accessing Serial Console from gcloud cli shell

Continue with the steps described above to log in to Ubuntu.

13.  SSHTO CLOUDEDGE VM INSTANCE AND
OTHER VMS

Accessing the VMs via SSH differs for CloudEdge and Microkdge VMs. When accessing a
CloudEdge VM via ssh, the system is in the init user name space and the virtual interfaces
are available. This section is intended to describe SSH access to CloudEdge VMs.

When accessing a Microkdge VM via ssh, the system is in the default user name space
which requires the use of the nsenter command to switch to the init namespace with the
virtual interfaces. SSH access is not recommended for accessing Microkdge VMs as it can
show unexpected behavior.

The following steps are a way to ssh to a Cloudedge VM or other VMs using during testing,
except for MicroEdge VMs which process is described in the previous section. On the VM
instances page, for the VM, use one of the SSH connection options.
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From browser

+ Click on drop down button beside SSH.

+ Click on Open in browser window, Figure 66.

(&1 VM instances - Compute [ X

EDES-0021-Rev B

« > O & https;//console.cloud gaogle.com/compute/instancesicloudshell=falsediproject=microedge-test a A m &= @
= Google Cloud l 3¢ microedgetest ¥ | [ Search (/) for resources, docs, products, and more ‘Qsealdn j BE&E a0
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+ Authorize SSH-in-browser to connect to the VM, Figure 67.
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Figure 67 Authorize SSH-in-browser
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+ Access the CloudEdge VM, Figure 68
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14. ACCESSING SERIAL TERMINAL
TROUBLESHOOTING

If you encounter errors because of your account authorization, please follow the
instructions on the terminal.

For example, xx shows an error because the user does not have an active account
selected. In this case, two options are suggested:

gcloud auth login

gcloud config set account ACCOUNT

Follow the instructions and try the command again:

gcloud compute --project=microedge-test connect-to-serial-port secedge-draft-1-me-vm-0 --
zone=us-east1-b --port=2
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Figure 69 Troubleshooting
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