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2. SECeDGE STUDIO™ OVERVIEW  
SecEdge Studio is a development and test environment for SecEdge’s chip-to-cloud 
security solution, available on Google Marketplace. SecEdge studio accelerates the 
integration and deployment of the SecEdge Service Platform, which provides device-level 
security, zero-trust networking, and secure data control and management.    

With SecEdge Studio, IoT and Edge solution developers can deploy their solutions in a 
cloud environment, connect backend applications, and emulate edge devices.  More than 
80% of an IoT security solution’s development and test can be done in a virtual 
environment by a single software engineer. IPSEC Chip to Cloud Tunnels are automatically 
set up through SecEdge platform, enabling the configuration/policy/KMS and dashboard 
management.  

This document guides you through two deployments to test end-to-end the following 
scenarios: 

First deployment:  

+ Verify existence of MicroEdge and CloudEdge configuration  

+ Verification of MicroEdge and CloudEdge connectivity 

+ Execution of an application using the data tunnels 

Second Deployment: 

+ Support of multi-tunnels 

+ Rotation of device keys on the MicroEdge device 

+ Rotation of MQTT certificates on the MicroEdge device 

+ Test routing table 

Through the guide, steps are executed in GCS, SecEdge User Interface and in the shell of 
the CloudEdge and MicroEdge VMs. 

Please see the SecEdge Studio Getting Started Guide for steps to set up the product. 
Please see the User Guide for overview of SecEdge Studio architecture and capabilities. 
Documentation for specific device hardware deployment is supplied upon request.  

2.1. SECeDGE SERVICE PLATFORM  
MicroEdge™ is a middleware component which provides zero-touch security provisioning, 
secure end-to-end data in motion and at rest for Internet of Things and Operational 
Technology embedded devices with Variscite SOM modules.  Implementation examples 

https://www.secedge.com/
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include vending machines, automotive modules, IoT gateways, set-top boxes, smart locks, 
perimeter security, and smart city infrastructure. A single MicroEdge instance on a device 
enables multi-tunnel connectivity to different CloudEdge servers enabling more secure 
services and/or new monetization options for the owners of the IoT/Edge devices.   

The MicroEdge software is installed on devices equipped with Linux OS.  

CloudEdge™ is the cloud termination endpoint for MicroEdge device tunnels.  Endpoint 
devices can be anchored to one or more peer endpoints on an external network, but 
residing on the same administrative span of control as the MicroEdge endpoint.  This peer 
endpoint is referred to as the CloudEdge.  All external network flows will be securely 
tunneled to CloudEdge where the flows can be subjected to additional security analysis 
before being routed to their ultimate destination.   

Customers deploy one instance of CloudEdge in their backend to connect securely all 
IoT/Edge devices to their backend application server.  

ControlEdge™ administers all edges (IoT devices equipped with MicroEdge and 
CloudEdge) within the SecEdge ecosystem. ControlEdge performs all the heavy lifting 
functions to set, configure and manage the security of the entire deployment.  All this 
connectivity and provisioning is managed by ControlEdge services which allow for the 
deployment of IPsec tunnels facilitating secure communications between instances.    

ControlEdge is available as a SecEdge managed service and is accessed by customers 
via simple APIs.   

 
Figure 1 SecEdge Service Platform Architecture 

https://www.secedge.com/
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2.2. PREREQUISITES TO USE SECeDGE STUDIO™ 
The following are requirements to use the SecEdge Studio: 

+ Google account to access Google Cloud services 

+ Login to Google Cloud Console, i.e. console.cloud.google.com 

+ The following roles assigned to the user accessing/deploying SecEdge Studio 

o Commerce Producer Viewer 

o Compute Instance Admin (v1) 

o Consumer Procurement Entitlement Manager 

o Deployment Manager Editor 

o IAP-secured Tunnel User 

o Service Account User 

o Service Management Administrator 

+ The following APIs enabled 

o Compute Engine API 

o Cloud Deployment Manager V2 API 

o Cloud Runtime Configuration API 

+ Familiarity with the following services in Google Cloud Console:  

o Compute Engine 

o VPC Network 

o Marketplace 

+ No hardware is required to use SecEdge Studio  

3. SECeDGE STUDIO™ DEPLOYMENT TEST STEPS 
This section guides you through the steps to start and test your project: 

+ Start with SecEdge Studio on Google Cloud Marketplace.  

+ Accept agreements 

+ Deploy SecEdge Studio VMs 

+ Manage MicroEdge and CloudEdge devices through SecEdge Studio User Interface. 

+ Customize and test with a guided example  

https://www.secedge.com/
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3.1. START WITH SECeDGE STUDIO™ ON GOOGLE MARKETPLACE  
The following steps get you started with SecEdge Studio on Google Cloud Marketplace: 

1. Sign into your Google Cloud account. 

2. Create a new Google Cloud project or use one of your existing Google Cloud projects. 

3. Enable the following services for your Google Cloud project:   

+ Cloud Runtime Configuration API 

https://console.cloud.google.com/apis/library/runtimeconfig.googleapis.com 

+ Compute Engine, 
https://console.cloud.google.com/marketplace/product/google/compute.googlea
pis.com 

+ Deployment Manager,  
https://console.cloud.google.com/marketplace/product/google/deploymentmana
ger.googleapis.com 

4. Go to Marketplace section and search for SecEdge product. 

 
Figure 2 Marketplace Seach  

5. Select SecEdge Studio.  

6. The SecEdge Studio Product details page shows overview, pricing and support 
information, Figure 3. 

 
Figure 3 SecEdge Studio Product Details page 

https://www.secedge.com/
https://console.cloud.google.com/apis/library/runtimeconfig.googleapis.com
https://console.cloud.google.com/marketplace/product/google/compute.googleapis.com
https://console.cloud.google.com/marketplace/product/google/compute.googleapis.com
https://console.cloud.google.com/marketplace/product/google/deploymentmanager.googleapis.com
https://console.cloud.google.com/marketplace/product/google/deploymentmanager.googleapis.com
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7. Click on GET STARTED to continue and access the Agreements page. If you already 
signed the agreements, click on LAUNCH and continue to the New SecEdge Studio 
deployment page. 

3.2. ACCEPT PRODUCT AGREEMENTS AND TERMS OF SERVICE 
On the Google Cloud, accept agreements on the Agreements page, as instructed in the 
SecEdge Studio Getting Started Guide. After agreeing, you are redirected to the New 
SecEdge Studio deployment page to deploy your project.  

4. DEPLOY FIRST SET OF SECeDGE STUDIO VMs 

4.1. DEPLOY CLOUDEDGE AND MICROEDGE VMs 
On the New SecEdge Studio deployment page, configure your deployment information 
and the MicroEdge and CloudEdge VMs, Figure 4, Figure 5 and Figure 6.  

At the top, enter three inputs for your deployment: Deployment name, Zone, and Email. 

 
Figure 4 New SecEdge Studio Deployment Page  

In the MicroEdge and CloudEdge sections, which configure the VMs, select the Series with 
minimum resources to save cost. Otherwise, there is no need for additional configuration. 

https://www.secedge.com/
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Figure 5 New SecEdge Studio Deployment Page MicroEdge  

 
Figure 6 New SecEdge Studio Deployment Page CloudEdge 

Click on DEPLOY. SecEdge Studio activates the CloudEdge and MicroEdge VMs and adds 
them to a default management group. Activation uses the following credentials:  

+ Day0 Device, an IoT/Edge device which is known to SecEdge Studio but not 
authenticated yet. 

+ Day1 Device, an IoT/Edge device which is authenticated and verified by SecEdge 
Studio (ControlEdge). 

https://www.secedge.com/
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The deployment can take a few minutes while the following processes take place: 

1. Device setting: 

+ OS and MicroEdge installation in MicroEdge VM. 

+ OS and CloudEdge Installation in CloudEdge VM. 

+ Day0 credentials pre-installed in both VMs. 

2. When the MicroEdge and CloudEdge VMs are spawned, they register themselves with 
ControlEdge using Day0 credentials. 

+ This step is automated for SecEdge Studio customers. 

3. After MicroEdge and CloudEdge are successfully registered, they receive Day1 
credentials and reconnect with ControlEdge as Day1 devices. 

4. ControlEdge provisions the Day1 MicroEdge and CloudEdge with secure tunnel 
configurations so that the MicroEdge and CloudEdge establish a secure 
tunnel between them. 

5. On completion:  

+ An email notification is sent to you, “Your SecEdge solution has been deployed on 
Google Cloud Platform”. 

+ The process redirects to the Google Cloud Deployment Manager for your new 
deployment, Figure 7.  

+ On the Deployment Manager page, click on SIGNUP WITH SECeDGE, which redirects to 
the SecEdge Studio user interface where you can view and manage the connection 
between the VMs.  

 
Figure 7 Deployment Manager Page 

https://www.secedge.com/
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Google Cloud, Compute Engine, VM instances page lists the two deployed VMs. Note that 
the MicroEdge VM name contains “me” and the CloudEdge VM name contains “ce”. Figure 8: 

+ CloudEdge VM, secedge-draft-1-ce-vm-0 has two network interfaces: LAN and WAN. 

+ MicroEdge VM, secedge-draft-1-me-vm-0 has one WAN network interface. 

 
Figure 8 VM Instances page after deploying SecEdge Studio VMs 

4.2. MANAGE MICROEDGE AND CLOUDEDGE INSTANCES THROUGH 
SECeDGE STUDIO™ USER INTERFACE 

On the SecEdge Studio User Interface you can manage and configure MicroEdge and 
CloudEdge device groups, devices and their connectivity.   

1. Sign Up into SecEdge Studio™ User Interface 

+ On the Deployment Manager page, clicking on the SIGNUP WITH SECeDGE link redirects 
you to the SecEdge Studio user interface, Figure 9 and Figure 10. 

+ Sign up on the Welcome to SecEdge page of the user interface. The password 
requires at least an upper-case letter and special character.  

 
Figure 9 SecEdge Studio Create Account 

https://www.secedge.com/
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Figure 10 SecEdge Studio Sign up 

2. Sign into SecEdge Studio™ User Interface to manage your deployment, Figure 11. 

+  To access directly after you have signed up:  

https://console.me.secedge.com 

 
Figure 11 SecEdge Studio Sign In 

https://www.secedge.com/
https://console.me.secedge.com/
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4.3. SECeDGE STUDIO™ USER INTERFACE DASHBOARD 
The dashboard, Figure 12, shows the secure tunnel established between MicroEdge and 
CloudEdge, their connection state and key stats. The left side options enable management 
of MicroEdge and CloudEdge groups, devices, profile configuration and user settings.   

 
Figure 12 SecEdge Studio Dashboard 

5. VERIFY CONFIGURATION AND CREDENTIAL 
EXISTENCE  

During deployment, MicroEdge is configured on the MicroEdge and CloudEdge VMs. The 
verification of the existence of expected configuration file and credentials is done in the 
operating system of each VM.  

MicroEdge VM 

1. Access the terminal of the VM. Section 12.1.1 Guide to Connect to MicroEdge VM Serial 
Console instructs how to connect to the serial console.  

 

https://www.secedge.com/
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2. Run the following commands. The output is shown in Figure 13: 

+ Verify the existence of the configuration file. 

+ Verify the existence of day1 ControlEdge credentials.  

 
Figure 13 MicroEdge Configuration and Credentials 

CloudEdge VM 

1. SSH to the VM.  

2. Run the following commands. The output is shown in Figure 14: 

+ Verify the existence of the configuration file. 

+ Verify the existence of day1 ControlEdge credentials.  

ls -l /etc/microedge.conf " 

ls -l /etc/softse.d/day1/ 

ls -l /etc/microedge.conf " 

ls -l /etc/softse.d/day1/ 

https://www.secedge.com/
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Figure 14 CloudEdge Configuration and Credentials 

6. VERIFY CONNECTIVITY BETWEEN MICROEDGE™ 
AND CLOUDEDGE™  

This test verifies the existence of the virtual interface and the connectivity between the 
MicroEdge and CloudEdge VMs. Also, it refers to the SecEdge User Interface where the last 
connection time is recorded. 

6.1. VERIFY EXISTENCE OF VIRTUAL INTERFACE  
MicroEdge VM 

1. Access the VM serial console, please see 12.1.1 Guide to Connect to MicroEdge VM Serial 
Console.  

2. Run the following command. The output is shown in Figure 15: 

3.  Verify the existence of virtual interface, starts with x. Sample output shown in Figure 15 

 
Figure 15 MicroEdge Virtual Interface 

 

ip a 

https://www.secedge.com/
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CloudEdge VM 

1. SSH to the VM.  

2. Run the following command. The output is shown in Figure 16: 

3. Verify the existence of virtual interface, starts with x, and take note of the IP address. 

 
Figure 16 CloudEdge Virtual Interface 

6.2. EXECUTE ping COMMAND  
On the MicroEdge VM, execute the ping command to the CloudEdge VM virtual interface 
address, e.g. ping 10.3.0.1.  Figure 17 shows sample output.  

 
Figure 17 Command ping execution  

ip a 

https://www.secedge.com/
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6.3. VERIFY CONNECTIVITY IN THE SECeDGE USER INTERFACE 
On the SecEdge User Interface, select MicroEdge option on the left and then Edges, Figure 18, 
and verify that: 

+ STATE is ACTIVE  

+ Last Connected timestamp should be close to current time.  

 
Figure 18 MicroEdge List of Basic Information  

7. DEMO IOT APP 
This is simple client-server application. The demo application is available at github repo: 
https://github.com/secedgedev/me_solution_demo_app_1. The source code is provided 
for demonstration purpose only. During the test, you clone the repo and build the 
application.  

7.1. INSTALL DEMO APP IOT APPLICATION IN MICROEDGE VM 
The application on the MicroEdge VM instance will run in client mode. You can enter the 
message on terminal and send it to server application.  

1. Connect to the MicroEdge VM instance, see 12.1.1 Guide to Connect to MicroEdge VM 
Serial Console.. 

2. Install git and g++ compiler: 

Figure 19 shows sample commands and output. 

$ sudo apt-get update 

$ sudo apt-get install git build-essential 

https://www.secedge.com/
https://github.com/secedgedev/me_solution_demo_app_1
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Figure 19  MicroEdge Instance Software Installation  

3. Clone demo app source code to this VM. 

4. Compile the source code: 

5. Check the usage help text: 

Figure 20 shows sample commands and output. 

 $ git clone https://github.com/secedgedev/me_solution_demo_app_1 

$ cd me_solution_demo_app_1 

$ g++ -o demo_app demo_app.c common.c parse_options.c server.c client.c 

 $ ./demo_app 

https://www.secedge.com/
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Figure 20 MicroEdge Instance Demo App Build 

7.2. INTEGRATE/CONNECT BACKEND APPLICATION IN MICROEDGE 
VM INSTANCE WITH CLOUDEDGE VM 

Deploy the same application on CloudEdge, which will run with server mode. The server 
application waits for messages from client application. 

1. Connect to MicroEdge VM instance, see 12.1.1 Guide to Connect to MicroEdge VM Serial 
Console. 

2. Install git and g++ compiler: 

 
Figure 21 CloudEdge Instance Software Installation 

$ sudo apt-get update 

$ sudo apt-get install git build-essential 

https://www.secedge.com/
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3. Clone demo app source code to this VM. 

4. Compile the source code: 

5. Check the usage help text: 

 
Figure 22 CloudEdge Instance Demo App Build 

7.3. PERFORM COMPLETE END TO END TESTING 
Test the secure tunnel with data from the MicroEdge VM instance to the CloudEdge VM 
instance using the client-server application installed in the previous section. 

1. SSH to the CloudEdge VM instance. 

2. In the CloudEdge VM, identify the IP address of the XFRM interface. The interface starts 
with the x letter. In this example  the IP is 10.3.0.1. 

 

 

 $ git clone https://github.com/secedgedev/me_solution_demo_app_1 

$ cd me_solution_demo_app_1 

$ g++ -o demo_app demo_app.c common.c parse_options.c server.c client.c 

 $ ./demo_app 

https://www.secedge.com/
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3. Start demo_app in server mode, listening on secure tunnel IP and port number 

  

4. Connect to the MicroEdge VM, please see 12.1.1 Guide to Connect to MicroEdge VM Serial 
Console. 

5. In the MicroEdge VM, start demo_app in client mode to connect to the CloudEdge VM via 
secure tunnel IP and port number 

6. In the MicroEdge VM terminal, type a message and press Enter to send the message to 
the server, e.g. Figure 23. 

 
Figure 23 MicroEdge demo_app execution 

7. Observe message displayed on CloudEdge VM console, e.g. Figure 24. 

 
Figure 24 CloudEdge demo_app execution 

 

$ cd me_solution_demo_app_1 

$ ./demo_app -m server -i  10.3.0.1 -p 8082 -w false 

$ cd me_solution_demo_app_1 

$ ./demo_app -m client -i  10.3.0.1 -p 8082 -w false 
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8. TEST MULTI TUNNELS: CREATE MULTI TUNNELS 
FROM MICROEDGE™ TO CLOUDEDGES™ 

A single MicroEdge instance on a device enables multi-tunnel connectivity to different 
CloudEdge servers. You can setup multiple configuration profiles and assign them to 
different groups. This test includes the following main steps:  

+ In Google Cloud, launch a new deployment with two CloudEdge VMs and one 
MicroEdge VM. 

+ In Google Cloud, deploy two additional VM instances that are used as web 
application servers. 

+ In the SecEdge User Interface, set up two CloudEdge Groups for defining multi-
tunnel profiles and configure the MicroEdge.  

+ In the VMs terminal, execute the test. 

8.1. DEPLOY CLOUDEDGE AND MICROEDGE VMs 
In the step, you make new deployment with one MicroEdge VM and two CloudEdge VMs:  

+ Start in Google Cloud, SecEdge Studio Product details page, as described in section 
3 Secedge Studio™ Deployment Test Steps, step 6. 

 

+ Click on Launch.  

+ On deployment input form, CloudEdge Instance Count, increase the number to 2. 
Then click on Deploy at the bottom of the page. 
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Figure 25  Google Cloud, New SecEdge Deployment Page Configuration 

After deploying successfully, in the VM instances list, there are three new VMs, such as in 
Figure 26.  

 
Figure 26 Google Cloud, VM Instances, New Test Deployment VMs 

In this deployment, the MicroEdge instance has a tunnel stablished with only one 
CloudEdge. If you see the SecEdge User Interface Dashboard, it shows a standalone 
CloudEdge. 

8.2. CREATE TWO WEB SERVERS 
In Google Cloud, VM Instances page, create two VMs, app-web-server and app-web-server-1, 
shown in Figure 27: 

1. Click on the CREATE INSTANCE button.  

2. Name the first instance app-web-server.  
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3. The Region must be same as the CloudEdge and MicroEdge VMs deployed in the 
previous section. In this example, Region is us-central1. Zone can be different. Accordingly, 
the selection here is also us-central1. Zone can be a, b, c, f. 

4. Repeat steps 1 through 3 to create a new VM instance, app-web-server-1. 

5. Notice the Internal IP address of app-web-server and app-web-server-1. 

 
Figure 27 Google Cloud, VM Instances, App Web Server VM Instances 

8.3. CONFIGURE CLOUDEDGE GROUPS  
Both CloudEdge devices created in 8.1 belong to the CloudEdge Default group. This section 
guides you through the steps to create two groups, Group1 and Group2, and assign each 
CloudEdge to a different group. 

8.3.1. ADD CLOUDEDGE GROUP1 
In the SecEdge User Interface, add CloudEdge Group1  

+ Select CloudEdge and Groups on the page left side and click on Add Group.  

+ Enter the Group Name, in the example is Group1. 

The Destination is the IP address in CIDR subnet notation of the app-web-server VM added in 8.2 

+ Enter additional data and click on the Add button, shown in Figure 28. 

 
Figure 28 SecEdge Studio User Interface, Add CloudEdge Group1 
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+ Manually refresh the page to see the new CloudEdge listed in the group. 

 

8.3.2. ADD CLOUDEDGE GROUP2 

+ Repeat the steps in 1, but change Group Name to Group2. 

+ The Destination is the internal IP of app-web-server-1 in CIDR format, always with "/32". 

 
Figure 29 SecEdge Studio User Interface, Add CloudEdge Group2 

8.3.3. ADD ONE OF THE CLOUDEDGE VMS TO CLOUDEDGE GROUP1  
1. Select CloudEdge and Groups on the page left side.  

2. Click on Group1. 

3. Click on Add Device. 
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Figure 30 SecEdge Studio User Interface, Add Device to CloudEdge Group1 

4. To enter CloudEdge Id, first identify the Instance Id of one of the CloudEdge VMs deployed in 
8.1 Deploy CloudEdge and MicroEdge VMs.  

+ For example, in Google Cloud, VM Instances, click on the VM name whose name 
ends in “ce-vm-0”.  

+ On the Details, Basic Information page, identify and copy in the clipboard the 
Instance Id, illustrated in Figure 31. 

 
Figure 31 Google Cloud, VM Instances, CloudEdge VM Instance Basic Information Page 

5. On the SecEdge User Interface, Add Device page:  

+ CloudEdge Id: paste the Instance Id from the clipboard. 
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8.3.4. ADD THE OTHER CLOUDEDGE VM TO CLOUDEDGE GROUP2  
Repeat the steps described in 8.3.3 with the following changes: 

+ Select CloudEdge Group2.  

+ To add the device, in Google Cloud, VM Instances, look at the details of the 
CloudEdge VM whose name ends in “ce-vm-1”.  

8.4. CREATE A MULTI-TUNNEL PROFILE 
Create a multi-tunnel profile which links to CloudEdge Group1 and CloudEdge Group2. 

+ Select Configure and Tunnel Profiles on the page left side and click on Add Profile.  

+ Enter the Profile Name, in the example is multi-tunnel. 

+ In CloudEdge Group Name select group1 and group2.  

+ Select a Default Group. 

+ Click on the Add button. 

 
Figure 32 SecEdge Studio User Interface, Add Tunnel Profile 

8.5. ASSIGN MULTI-TUNNEL CONFIGURATION TO MICROEDGE  
Assign the multi-tunnel profile to the MicroEdge by changing profile in configuration file 
/etc/microedge.conf of MicroEdge VM. 

1. Connect to the MicroEdge VM created in 8.1 Deploy CloudEdge and MicroEdge VMs. 
Please see 12.1.1 Guide to Connect to MicroEdge VM Serial Console. 

2. Edit the MicroEdge configuration file /etc/microedge.conf as follows: 
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+ Figure 33 shows the default tunnel configuration assigned during deployment.  

 
Figure 33 MicroEdge Original Configuration with Default Tunnel Profile 

+ Change the service profile to the one created in 8.4. Figure 34 shows the multi-tunnel 
tunnel configuration.  

 
Figure 34 MicroEdge Original Configuration after Changing to multi-tunnel Profile 

3. Restart MicroEdge so that ControlEdge can re-setup the tunnels. Check how the multi-
tunnel works. The following command can be used: 

4. Execute ip a or “ifconfig. Figure 35 shows the MicroEdge terminal with two tunnels 

sudo systemctl restart microedge.service  
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Figure 35 MicroEdge Terminal Listing Two Tunnels 

5. On the SecEdge Studio User Interface, see the MicroEdge with multiple tunnels. 

+ Select MicroEdge and Edges on the page left side.  

+ Select the MicroEdge instance that you configured.  

+ Click on List of Tunnel Information and notice the two routes, shown in Figure 36. 

 

 
Figure 36 MicroEdge List of Tunnel Information  

8.6. START WEB APPLICATION SERVERS 
Start web server application in app-web-server and app-web-server-1.  

app-web-server VM 

1. SSH to the app-web-server VM created in 8.2 Create Two Web Servers. 

2. Execute command to run the server, shown in Figure 37. 

python3 -m http.server 8080 
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Figure 37 http server on app-web-server   

app-web-server VM-1 

3. SSH to the app-web-server-1 VM  

4. Execute command to run the server, shown in Figure 38. 

 
Figure 38 http server on app-web-server -1  

8.7. SEND REQUESTS TO APP WEB SERVERS FROM MICROEDGE VM 
From the MicroEdge VM, send requests to both app web servers.  

1. Connect to the MicroEdge VM, see 12.1.1 Guide to Connect to MicroEdge VM Serial 
Console.   

2. Run  ip r  commands to confirm that the Internal IP of app-web-server-1 is added to the 
routing table. Figure 39 shows app-web-server and app-web-server-1  Internal IP addresses. 

 
Figure 39 MicroEdge Multiple Tunnels 

3. Send requests to the app-web-server.  

+ Run the curl command 

python3 -m http.server 8080 

curl http://< Internal IP of app-web-server>:8080  
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+ The MicroEdge VM receives in return the directory listing, via the first tunnel. 

+ Figure 40 illustrates the execution of curl http://10.128.0.11:8080, where 10.128.0.11 is the 
internal IP of app-web-server, as shown in Figure 27 Google Cloud, VM Instances, 
App Web Server VM Instances. 

 
Figure 40 MicroEdge Request to app-web-server 

4. Send requests to the app-web-server-1.  

+ Run the curl command 

+ The MicroEdge VM receives in return the directory listing, via the second tunnel. 

+ Figure 41 illustrates the execution of curl http://10.128.0.12:8080, where 10.128.0.12 is the 
internal IP of app-web-server-1, as shown in Figure 27 Google Cloud, VM Instances, 
App Web Server VM Instances 

 
Figure 41 MicroEdge Request to app-web-server-1 

5. Verify that app-web-server and app-web-server-1 received requests from two different 
CloudEdge devices.  

+ Figure 42 shows request from one CloudEdge.  
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Figure 42 app-web-server Received Request 

+ Figure 43 shows request from the other CloudEdge. 

 
Figure 43 app-web-server-1 Received Request 

+ Figure 44 shows that the address in the requests received by the app web servers 
correspond to the Internal Ip addresses of the CloudEdge VMs. 

 
Figure 44 Google Cloud, VM Instances, CloudEdge VMs Deployed in 8.1 

9. TEST TUNNEL KEY ROTATION 

9.1. CREATE A NEW SECURITY CONFIG PROFILE 
In the SecEdge User Interface, create new Security Config Profiles in which the Tunnel Key 
Rotation Time is set to 1. 

+ Select Configure and Security Config Profiles on the page left side and click on Add Profile.  

+ Enter the Profile Name, in the example is keyRotation-1Min. 

+ Enter Tunnel Key Rotation Time: 1 

+ Enter additional data and click on the Add button, shown in Figure 45. 
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Figure 45 SecEdge User Interface Add Security Config Profile 

9.2. CREATE A NEW MICROEDGE GROUP 
In the SecEdge User Interface, create a new MicroEdge Group which has assigned the 
Security Profile with one minute key rotation time created in the previous step. 

+ Select MicroEdge and Groups on the page left side and click on Add Group.  

+ Enter the Group Name, in the example is TunnelKeyRotationTest. 

+ Select keyRotation-1Min in the Security Profile Name drop down. 

+ Enter additional data and click on the Add button, shown in Figure 46. 

 
Figure 46 SecEdge User Interface Add MicroEdge Group 
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9.3. ADD A MICROEDGE DEVICE TO A GROUP  
1. Select a MicroEdge 

+ Select MicroEdge and Edges on the page left side. 

+ From the list, choose a device, which becomes the MicroEdge instance under test. 

+ Copy or take note of the device Name and Id. 

 
Figure 47 SecEdge User Interface Select Device 

2. Add the MicroEdge instance under test to the TunnelKeyRotationTest MicroEdge Group. 

+ Select MicroEdge and Groups on the page left side.  

+ Select TunnelKeyRotationTest MicroEdge Group and click on Add Device.  

+ Enter or paste the Device Name copied in the previous step. 

+ Enter or paste Device Id. 

 
Figure 48 SecEdge User Interface Add MicroEdge Device to Group 

9.4. VIEW TUNNEL KEY ROTATION 
Execute the following steps in the MicroEdge terminal.  

https://www.secedge.com/


SecEdge Studio™: Tutorial   EDES-0021-Rev B 
 

©2024 SECeDGE™ |  PO BOX 201   |  FALL CITY, WA 98024   USA  |  P: +1 425 654 2048  | WWW.SECEDGE.COM      35 
 

PLEASE NOTE THAT SECeDGE™ RESERVES THE RIGHT TO CHANGE THE CONTENT OF THE DOCUMENT AS FEATURES EVOLVE OR NEW IMPROVEMENTS 
ARE ADDED 

1. Access to the MicroEdge VM you selected for the test, see 12.1.1 Guide to Connect to 
MicroEdge VM Serial Console. 

2. Identify the MicroEdge process id and execute the nsenter command as superuser:    

3. Wait for 1 minute, run the same commands again. 

4. Verify that the tunnel keys have been changed.  

The following screenshots show the sequence. 

Figure 49 shows the keys at one point in time.  

 
Figure 49 MicroEdge Terminal at an Initial Point in Time 

Figure 50 shows the keys have changed after waiting for one minute.  

ps aux | grep microedge 

nsenter -t <microedge_pid> -n ip x s 
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Figure 50 MicroEdge Terminal One Minute after the Initial Point in Time 

10. TEST MQTT CERTIFICATE ROTATION  
In the SecEdge User Interface, the Security Config Profile allows you to set the MicroEdge 
and CloudEdge device certificate rotation time. You can also rotate the device certificate 
by selecting Rotate Certs in the list options of MicroEdge Edges.  For this test, you can force 
the rotation of a MicroEdge certificate by changing the MicroEdge Group.  

1. Select a MicroEdge for testing.  

2. Connect to the MicroEdge VM you selected for the test, see 12.1.1 Guide to Connect to 
MicroEdge VM Serial Console.. 

3. In the MicroEdge terminal: 

+ Use the IPSec command to view current tunnel keys. If you executed it before, there 
is no need to run it again. 

List the day1 certificate and take note the timestamp and look at its content.  

4. Force certificate rotation by changing MicroEdge Group.  

+ In the SecEdge User Interface, follow the same steps as in 9.3 Add a MicroEdge 
Device to a Group to add the selected MicroEdge to a different group. 

5. Verify in the MicroEdge terminal the certificate change. 

ls -l /etc/softse.d/day1/net-edge.cert 

cat /etc/softse.d/day1/net-edge.cert 
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+ In the terminal, run the same commands to view the Day1 certificate.  

+ Verify that the certificate timestamp and its content have changed. 

Figure 51 shows the Day1 certificate before the MicroEdge Group change. Figure 52 
shows the Day1 certificate after the MicroEdge Group update. See that the certificate 
timestamp and content have changed. 

 
Figure 51 MicroEdge Day1 Certificate Before Group Change 

 
Figure 52 MicroEdge Day1 Certificate After Group Change 

11. TEST ROUTING TABLE 
1. Connect to a MicroEdge VM you selected for the test, 12.1.1 Guide to Connect to 

MicroEdge VM Serial Console. 

2. Execute commands such as 

+ ip r  

+ route  

3. Verify that all routings to external are via XFRM interfaces. Figure 53 shows the existing 
interfaces. 
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Figure 53 MicroEdge Routing 

12. TEST ADDITIONAL SECURITY PARAMETERS  
Configure MicroEdge And CloudEdge security parameters. Refer to the SecEdge User Guide 
to configure security profiles such as: 

+ Tunnel Key Rotation Time 

+ Certificate Expiry Time 

Open SecEdge User Interface and tunnel security parameters to change the behavior. 
Note that the default profile is not editable. To test, for example, create a new security 
profile, new MicroEdge group and add MicroEdge instance to that group. Change the 
tunnel key rotation and certificate rotation time. Figure 54 shows the page to add a 
security configuration profile.  

 
Figure 54 SecEdge User Interface Add Security Configuration Profile 

12.1.1. GUIDE TO CONNECT TO MICROEDGE VM SERIAL CONSOLE 
Using the MicroEdge VM serial console is the recommended connection in this tutorial. 
When accessing the MicroEdge VM through its serial console, the system is in the init 
namespace and the virtual interfaces are available. This section explains how to connect 
using the browser or the gcloud cli shell, and how to find credentials to access the 
MicroEdge VM serial console. 
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CONNECT FROM BROWSER 

In the Google Cloud VM instances section, DETAILS page, Serial port 2 or View gcloud command 
are the recommended options to access the MicroEdge VM. MicroEdge is running on the 
foreground with the highest logging level. Serial port 1 console prints the log messages and it 
is not suitable for interacting and running shell commands. 

To access from the browser, In the Google Cloud VM instances section, DETAILS page, do 
the following: 

1. Click on the CONNECT TO SERIAL CONSOLE drop down menu, Figure 55.  

 
Figure 55 Google Cloud, VM Instances, CONNECT TO SERIAL CONSOLE Options 

2. If using the browser with serial port 2, click on the Serial port 2 option, authorize Cloud 
Shell if needed, and press enter on the browser window to see the login prompt, Figure 
56. 

 
Figure 56 MicroEdge Serial Console Login  

3. Continue to Log into Ubuntu steps listed later in this section. 

 

Alternatively, if using View gcloud command:  

+ click on View gcloud command, copy the command, paste it in the terminal and 
add the --port=2 flag, Figure 57.  
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Figure 57 Cloud Shell Terminal Connect To Serial Port Command  

+ Press Enter when the new side bar opens and authorize Cloud Shell to use your 
credentials for the gcloud CLI command, Figure 58. 

 
Figure 58 Cloud Shell Authorization   

+ When the command succeeds, the login information is requested,  Figure 59. 

 
Figure 59 Cloud Shell Success and Login Prompt  

If you encounter errors because your gcloud user account, please see 14 Accessing 
Serial Terminal Troubleshooting in this document for troubleshooting ideas.   

 

LOG INTO UBUNTU  

The username and password are on the Deployment Manager, Deployments page. The 
password is also on the VM instances DETAILS page. The username is the same across 
deployments, ubuntu. The password is unique for every deployment.   
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4. Identify the serial console password on one of the two following locations. 

o From the Deployment Manager section, Figure 60, click on the deployment name to 
which the MicroEdge VM belongs.  

 
Figure 60 Google Cloud, Deployments Manager, Deployments page 

Note that the user is ubuntu. Take note of the password, shown in Figure 61. 

 
Figure 61 Google Cloud, Deployments Manager, Selected Deployment page 

 

o Alternatively, on the VM instances DETAILS page, scroll down to the Custom metadata 

section by the bottom of the page where the VM password is displayed, Figure 62. 
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Figure 62 Google Cloud, VM instances, Details, Custom metadata 

5. Enter the login and password when prompted, Figure 63. 

 
Figure 63  Ubuntu Login  

6. Execute ip a and notice the xfrm interface created by MicroEdge, Figure 64.  

 
Figure 64 MicroEdge Terminal Window xfrm Interface 
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CONNECT FROM TERMINAL  

This is an alternative way to access the serial terminal instead of connecting from browser. 

+ Install gcloud cli in system https://cloud.google.com/sdk/docs/install. 

Execute the following command 

Where "us-central1-b" is the selected zone, "SecEdge-vspace-draft-1-me-vm-0" is the VM 
instance name and "SecEdge-public" is the project name in Google Cloud. 

Where “SecEdge-public“ is the project name in Google Cloud, "secedge-draft-1-me-vm-0" is 
the VM instance name, “connect-to-serial-port” connects to the serial port of the 
instance, "us-central1-b" is the deployment selected zone,  and “--port=2” connects to 
the serial port 2 to reduce the VM logs printed on the console, e.g. Figure 65. 

 
Figure 65 Accessing Serial Console from gcloud cli shell  

Continue with the steps described above to log in to Ubuntu.  

  

13. SSH TO CLOUDEDGE VM INSTANCE AND 
OTHER VMS 

Accessing the VMs via SSH differs for CloudEdge and MicroEdge VMs. When accessing a 
CloudEdge VM via ssh, the system is in the init user name space and the virtual interfaces 
are available. This section is intended to describe SSH access to CloudEdge VMs. 

When accessing a MicroEdge VM via ssh, the system is in the default user name space 
which requires the use of the nsenter command to switch to the init namespace with the 
virtual interfaces. SSH access is not recommended for accessing MicroEdge VMs as it can 
show unexpected behavior.   

The following steps are a way to ssh to a CloudEdge VM or other VMs using during testing, 
except for MicroEdge VMs which process is described in the previous section. On the VM 
instances page, for the VM, use one of the SSH connection options.    

gcloud compute --project=SecEdge-public connect-to-serial-port SecEdge-vspace-draft-1-me-

vm-0 --zone=us-central1-b --port=2 

https://www.secedge.com/
https://cloud.google.com/sdk/docs/install
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From browser 

+ Click on drop down button beside SSH.  

+ Click on Open in browser window, Figure 66. 

 
Figure 66 Google Cloud VM Instances SSH Options  

+ Authorize SSH-in-browser to connect to the VM, Figure 67. 

 
Figure 67 Authorize SSH-in-browser 

 

 

 

 

 

https://www.secedge.com/
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+ Access the CloudEdge VM, Figure 68 

 
Figure 68  CloudEdge VM SSH Terminal 

14. ACCESSING SERIAL TERMINAL 
TROUBLESHOOTING  

If you encounter errors because of your account authorization, please follow the 
instructions on the terminal.  

For example, xx shows an error because the user does not have an active account 
selected. In this case, two options are suggested: 

Follow the instructions and try the command again: 

gcloud auth login 

gcloud config set account ACCOUNT 

gcloud compute --project=microedge-test connect-to-serial-port secedge-draft-1-me-vm-0 --

zone=us-east1-b --port=2 

https://www.secedge.com/
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Figure 69 Troubleshooting 
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